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Background for the Analysis of Legal Actions in Accordance
with Article 82 of the GDPR

Damage claims based on data protection violations are on the rise.

In practice, companies are facing an increasing number of legal actions based on data
protection violations, most of which seek damages in an amount which is unreasonably
high.

With an overly expansive case law, particularly in the labor courts, and with use of legal
tech on the rise, companies risk exposure to a large number of damage claims.

In light of these developments, we have taken this opportunity to analyze the existing case
law with respect to damage claims.



Findings from the Analysis of Case Law Concerning

Article 82 of the GDPR

Only 30% of legal actions
are successful.

The success rate in the

labor courts is significantly
higher, 68%.

The average damage
award is EUR 2,2309.

The highest damage
awards have come in cases
involving data security
violations.

Basis: analysis of recent case law concerning Article 82 of the GDPR



7
~
;

S
L
J
i

L
i
I

J
J
S
i

N

-
<A

-
1
J
J

S
S
z

=
i

Analysis of the Case Law
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Success Rate of Damage Claims

The analysis is based on recent case law
concerning Article 82 of the GDPR.

Of a total of 124 legal actions analyzed, 37
actions were at least partially successful.
Accordingly, the success rate is only 30%.

m Successful

m Dismissed



Success Rate in the Labor
Courts

« Of the legal actions analyzed, 22 actions were
decided by the labor courts.

« Of this number, 15 actions were at least
partially successful.

« Accordingly, the success rate in actions
before the labor courts is 68%.

m Successful mDismissed



Damages Awarded by Year
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Year

Number of cases
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No damages were awarded in 2018.

The number of cases in which damages were
awarded grew steadily between 2019 and
2021.

The number of cases in which damages were
awarded declined slightly in 2022 (as of
October 2022).

Basis: analysis of recent case law concerning Article 82 of the GDPR
Source: reuschlaw Legal Consultants



Amount of Damages Awarded
12
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* In the overwhelming majority of cases, the
damage award is less than EUR 2,500.

» The column for damage awards between EUR
4,500 and EUR 5,000 sticks out, as damages
in that range have been awarded in six cases.
« There have hardly been any cases to date in
which damages of higher than EUR 5,000
were awarded. I I

1-500€ 500- 1000- 1500- 2000- 2500- 3500- 4000- 4500- Uber
1000 € 1500 € 2000€ 2500€ 3000€ 4000€ 4500€ 5000€ 5000¢€

Amount of damage award in Euros
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N

Number of cases

N
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Basis: analysis of recent case law concerning Article 82 of the GDPR
Source: reuschlaw Legal Consultants



Average Damage Award

2500 €  The average damage award was EUR 2,239.
« The average amount of damages awarded by

5 the labor courts was somewhat lower, EUR
S5 2.000 €
| 1,777.
£ * The highest damage awards came in cases
§ 1.500 € involving data security violations, in which
= an average of EUR 2,567 in damages were
S 1.000 € awarded.
)
(@]
@©
£ 500€
©
(]

0€

m Overall mLabor courts

=\
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Basis: analysis of recent case law concerning Article 82 of the GDPR
Source: reuschlaw Legal Consultants



Damages Awarded Based on Violations

Data security Data subjects’ No legal basis
rights
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Amount of Damages Awarded
Based on Violations

« An average of EUR 2,567 in damages were
awarded in cases involving data security
violations.

« An average of EUR 2,360 in damages were
awarded in cases involving the processing of
personal data with no legal basis.

« An average of EUR 1,621 in damages were
awarded in cases involving the violation of
data subjects’ rights.
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Amount of damages awarded, in Euros

mProcessing with nolegal basis mData subjects' rights mData security

Basis: analysis of recent case law concerning Article 82 of the GDPR
Source: reuschlaw Legal Consultants
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Recommended Actions for Companies

Preventive Reactive

» Introduction of a data protection * Legal assessment of the damage claim
compliance management system. with respect to liability and causality.

* Analysis and documentation of * Legal assessment as to the amount of
processing operations, as well as the damages sought by the damage claim.
legal basis for processing. « Compliance with duties to notify the data

» Notification of data subjects and protection authority and data subjects in
protection of data subjects’ rights. the event of a data breach.

« Implementation of technical and
organizational measures.

» Introduction of a deletion concept for
timely deletion of data.

16

https://www.reuschlaw.de/news/schmerzensgeld-bei-
datenschutzverstoessen-darauf-sollten-unternehmen-achten



https://www.reuschlaw.de/news/schmerzensgeld-bei-datenschutzverstoessen-darauf-sollten-unternehmen-achten
https://www.reuschlaw.de/news/schmerzensgeld-bei-datenschutzverstoessen-darauf-sollten-unternehmen-achten

I

e

<

<

;

S
S
S

1
-

e

<

<

i

J
J
S
i

d

N
-

<

<A

J
i

J
L
L
i

d

1
-

<A

.
i

J
J
5
i

1
-

d

<A

.
i

J
L
i

1
-

e

<

I

J
L
J
i

<

e

I

N
-

S
S
S

1
-

d

<A

<

J
S
i

If§f

1
-

d

<A

!

g
s
d

Contact Persons

|~

1
-

d

<A

.
i

J
J
J
i

1
-

d

<

.
i

J
L
i

E

17



Your Contact Persons

reuschlaw Legal Consultants
Buro Saarbrucken
Stengelstr. 1

66117 Saarbrucken

T>+49681/859 160 0
E > info@reuschlaw.de

www.reuschlaw.de
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RA Stefan Hessel, LL.M.
Head of Digital Business
stefan.hessel@reuschlaw.de

RA Christoph Callewaert
Associate Digital Business Unit
christoph.callewaert@reuschlaw.de


https://www.reuschlaw.de/
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Produktsicherheitsrecht
Product safety law

Produkthaftungsrecht
Product liability law

Riickrufmanagement
Recall management

Versicherungsrecht
Insurance law

(Technical) Compliance Management
(Technical) compliance management

Datenschutz

Data protection

Cybersecurity
Cyber security

Vertragsrecht im In- und Ausland
Contract law at home and abroad

IT-Recht
IT law
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