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Preliminary Remarks 
 

This template is intended to serve as an aid for complying with the requirements in data protection 

law for the use of Microsoft 365 by public educational institutions. Public educational institutions 

which use Microsoft 365 are typically responsible for complying with requirements in data 

protection law on their own. They have the duty, in accordance with Article 35 of the GDPR, to 

determine whether a data protection impact assessment (DPIA) is necessary and, if so, to conduct 

such an assessment. This template can be used to assess and document risks in data protection 

law relating to the use of Microsoft 365 in any individual case. Such an assessment may determine 

that the use of Microsoft 365 at a public educational institution is in conformance with data 

protection law in any individual case if a suitable selection of technical and organizational 

measures are implemented in order to minimize risk. 

 

This template should does not provide legal advice concerning the use of Microsoft 365 by public 

educational institutions and cannot take the place of such advice. The template merely serves as 

an aid for conduct of a data protection impact assessment and makes no claim to be complete. It 

is the controller's responsibility to adapt the template in accordance with the individual 

circumstances of each individual case. To this end, the controller must perform an independent 

assessment of all circumstances of the individual case, with due regard for the current legal 

situation. We expressly point out that the template may have to be revised if there are changes in 

the legal situation. 

 

This work is licensed under a Creative Commons Attribution-Non-Commercial 4.0 International 

License. 

 

Please contact us at any time if you require assistance in connection with use of Microsoft 365 in 

conformance with data protection rules, or if you have any questions. We would love to meet with 

you in person, where we can explain our mode of procedure at length. 

 

T > + 49 681 / 859 160 0 

E > info@reuschlaw.de  

www.reuschlaw.de  
 

http://creativecommons.org/licenses/by-nc/4.0/
http://creativecommons.org/licenses/by-nc/4.0/
mailto:info@reuschlaw.de
http://www.reuschlaw.de/
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1 Introduction 
1.1 What is a data protection impact assessment? 
 

A data protection impact assessment (DPIA) is a key part of compliance with data protection rules 

when using Microsoft 365. In accordance with Article 35(1) of the General Data Protection 

Regulation (GDPR), controllers are required to conduct a DPIA if a type of processing, based on 

its scope, context and purpose, is likely to result in a high risk to the rights and freedoms of data 

subjects. If that is the case, the controller is required to analyze all processing operations prior to 

beginning processing and determine that they are lawful, as well as identifying all risks associated 

with the processing and taking suitable measures to rectify them. Conduct of the DPIA must be 

sufficiently documented.  

 

In accordance with Article 35(7) of the GDPR, a DPIA must contain at least the following: 

a description of the processing operations and the purposes of the processing; 

an assessment of the necessity and proportionality of the processing operations; 

an assessment of the risks to the rights and freedoms of data subjects; and 

the measures envisaged to address the risks. 

 

1.2 When is a data protection impact assessment required? 
 

A DPIA is required whenever processing is likely to result in a high risk to the rights and freedoms 

of data subjects. The method for measuring risk is not expressly defined in the GDPR. The Data 

Protection Conference (DPC), In its Short Paper No. 18, defines "risk" as "the occurrence or 

potential occurrence of an event which either creates damage on its own (such as by interfering 

with the rights and freedoms of natural persons without justification) or which may result in further 

damages to one or more natural persons." Therefore, when ascertaining the risk in each case, it 

is necessary to take into account both the severity of the damages and the likelihood that the 

event and the resulting damages will occur. 

 

In addition, Article 35(3) of the GDPR also cites a few examples of cases in which a DPIA is 

always necessary. Further specifying these examples, federal and state data protection 

authorities (such as e.g. the Commissioner for Data Protection and Freedom of Information of the 

State of Baden-Württemberg) have published lists for the public sector specifying the processing 

actions for which a DPIA is required each case. The data protection authorities have yet to 

https://www.datenschutzkonferenz-online.de/media/kp/dsk_kpnr_18.pdf
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Muster/Liste_VerarbeitungsvorgaengeArt35.pdf?__blob=publicationFile&v=5
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2018/05/Liste-von-Verarbeitungsvorg%C3%A4ngen-nach-Art.-35-Abs.-4-DS-GVO-LfDI-BW.pdf
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2018/05/Liste-von-Verarbeitungsvorg%C3%A4ngen-nach-Art.-35-Abs.-4-DS-GVO-LfDI-BW.pdf
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exercise the option of defining processing operations for which no DPIA is required. Aside from 

the specific guidelines mentioned above, the need for a DPIA is to be ascertained based on the 

general criteria stated in Article 35(1) of the GDPR, i.e. based on the circumstances of the 

individual case. The criteria specified in the WP 248 Rev.01 guidelines issued by the Article 29 

Data Protection Working Party (WP29) may be used for this purpose. 

 

We advise public educational institutions to conduct a DPIA in each case when using Microsoft 

365, as in our experience, doing so allows controllers to ensure that this use conforms to data 

protection law and is sufficiently documented. Regardless of whether or not a DPIA is conducted, 

controllers are required in accordance with Articles 5(2), 24, 25 and 32 of the GDPR to take 

suitable technical and organizational measures to ensure data protection and to document their 

compliance with the GDPR. This duty to render accounts may be satisfied through the conduct of 

a DPIA. 

 

  

https://ec.europa.eu/newsroom/article29/items/611236
https://ec.europa.eu/newsroom/article29/items/611236
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2 Template for a Data Protection Impact Assessment  
2.1 Systematic description of the processing (Article 35(7)(a) of the GDPR) 
 

Note: in accordance with Article 35(7)(a) of the GDPR, a DPIA must, in each case, include a 

systematic description of the planned processing operations and the purposes of the 

processing, including, where applicable, the legitimate interests pursued by the controller.  For 

a systematic description of the processing, we recommend addressing at least the following, 

which can be further explained in the sections which follow: 

the institution's master data; 

the need for a DPIA; 

the subject which the DPIA will examine; 

a general description of the processing; 

a description of the specific use scenarios; 

the controller for purposes of data protection law; 

the legal basis for the processing, as well as for any data transfers to third countries; 

additional requirements in data protection law, such as e.g. guaranteeing the rights of data 

subjects or deletion of the data. 

 

2.1.1 The institution's master data 
 

The master data of [name of the public educational institution] are as follows: 

 

Controller's name and contact information: 

Name/designation of data processing entity  XXX 

 

Name of the institution's management XXX 

Address XXX 

Phone XXX 

 

(If available:) Information about the person in charge of managing the processing activity: 

Name  XXX 

Address XXX 

Phone XXX 
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E-mail address XXX  

 

(If available:) Personal information about the data protection officer: 

Name  XXX 

Address XXX 

Phone XXX 

E-mail address XXX 

 

2.1.2 List of abbreviations 
 

Abbreviation Meaning 

BDSG Bundesdatenschutzgesetz (Germany's Federal Data Protection Act) 

DPA 

 

Microsoft Products and Services Data Protection Addendum  

DPIA Data Protection Impact Assessment 

GDPR General Data Protection Regulation 

DPC Data Protection Conference 

EO Executive Order On Enhancing Safeguards For United States Signals 

Intelligence Activities 

EU Data Boundary EU Data Boundary for the Microsoft Cloud  

ECJ European Court of Justice 

EU Commission The European Commission 

EEA European Economic Area 

GG Grundgesetz (Germany's Basic Law) 

LDSG Landesdatenschutzgesetz (data protection laws enacted by the 

individual federal states) 

Microsoft Ireland Microsoft Ireland Operations Limited 

SCC Standard Contractual Clauses  

WP29 Article 29 Data Protection Working Party 
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2.1.3 Necessity of a DPIA 
 

Note: In accordance with Article 35(1) of the GDPR, conduct of a DPIA is required if a type of 

processing, based on its scope, context and purpose, is likely to result in a high risk to the rights 

and freedoms of data subjects. No legal definition of "risk" can be found in the GDPR, so that 

the definition specified by the DPC in its Short Paper No. 18 should be used as a guideline. 

Consequently, the severity of the damages should be taken into account, as well as the 

likelihood that the event and the resulting damages will occur. 

 

It is also necessary to consider the following: 

• Article 35(3) of the GDPR cites standard examples of cases in which a DPIA is always 

necessary (systematic and extensive evaluation of personal aspects relating to natural 

persons; large-scale processing of special categories of data referred to in Article 9(1) 

of the GDPR or of personal data relating to criminal convictions and offenses referred 

to in Article 10 of the GDPR; systematic monitoring of a publicly accessible area on a 

large scale). 

• In accordance with Article 35(4) of the GDPR, federal and state data protection 

authorities have published a list for the public sector specifying the data processing 

operations for which a DPIA must be conducted in each case.1  

• In accordance with Article 35(5) of the GDPR, data protection authorities may also 

prepare a list of processing operations for which a DPIA is not required. But no such list 

has been published by the data protection authorities to date. 

• Since the list of processing operations for which a DPIA is required is not exhaustive, 

the question as to whether the conduct of a DPIA is required in connection with the use 

of Microsoft 365 at a public educational institution must also be examined based on the 

general criteria specified in Article 35(1) and (3) of the GDPR, in light of the 

circumstances of the individual case.2  In particular, the criteria specified by WP29 

should be taken into account in assessing the risk to the rights and freedoms of data 

subjects. 

 
 
1 See e.g.: Der Bundesbeauftragte für den Datenschutz und die Informationsfreiheit (BfDI), Liste von 
Verarbeitungsvorgängen gemäß Artikel 35 Abs. 4 DSGVO für Verarbeitungstätigkeiten öffentlicher Stellen 
des Bundes, last viewed on 30 January 2023. 
2 See Hansen in: Wolff/Brink, BeckOK Datenschutzrecht, 42. Ed., Stand: 01.11.2021, Art. 35 DS-GVO, 
Marginal No. 25. 

https://www.datenschutzkonferenz-online.de/media/kp/dsk_kpnr_18.pdf
https://ec.europa.eu/newsroom/article29/items/611236/en
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Muster/Liste_VerarbeitungsvorgaengeArt35.pdf;jsessionid=E74C459A6DD4F68710B199AB57B4256D.intranet241?__blob=publicationFile&v=5
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Muster/Liste_VerarbeitungsvorgaengeArt35.pdf;jsessionid=E74C459A6DD4F68710B199AB57B4256D.intranet241?__blob=publicationFile&v=5
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Muster/Liste_VerarbeitungsvorgaengeArt35.pdf;jsessionid=E74C459A6DD4F68710B199AB57B4256D.intranet241?__blob=publicationFile&v=5
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Whether or not a DPIA is required for the use of Microsoft 365 by a public educational institution 

depends on the circumstances of the individual case. If, for example, the use of Microsoft 365 

involves the processing of data on a large scale which particularly includes data concerning 

especially vulnerable data subjects, such as e.g. minors, a high risk to the rights and freedoms 

of data subjects likely exists. The same is generally true in cases where data can be used for 

profiling or for projecting the data subjects' educational or work performance. But there may 

also be cases in which, based on the specific circumstances of the processing, a high risk to 

the rights and freedoms of data subjects is not present, so that a DPIA is not required. A possible 

example of such a case is the use of Microsoft Teams for the conduct of voluntary online events 

(e.g. virtual informational events and lectures), provided that the scope of processing is strictly 

limited, in terms of both the quantity of the processed data and the categories of data subjects, 

and provided that the data subjects knowingly and voluntarily consent to the processing. Even 

if a DPIA is not required in any individual case, it would make sense to conduct one anyway in 

order to comply with the controller's duty to demonstrate that processing was conducted in 

conformance with data protection law. 

 

The conduct of a DPIA is [required/not required] for the use of Microsoft 365 by [name of the public 

educational institution] because [grounds]. 

 

2.1.4 Subject of the DPIA 
 

Note: The subject which the DPIA will examine is the specific use of Microsoft 365 by the public 

educational institution in question and the associated processing of personal data. Both aspects 

require further explanation. To this end, information may be provided about the following points: 

• Purpose for using Microsoft 365: In describing the general purpose for using Microsoft 

365, both regulatory and organizational reasons may be cited. 

• Contractual relationship with Microsoft Ireland Operations Limited: The 

contractual relationship with Microsoft Ireland Operations Limited (Microsoft Ireland) 

should be described in detail. In particular, it is necessary to state whether a processing 

arrangement has been agreed upon in terms of Article 28 of the GDPR, a "Microsoft 

Products and Services Data Protection Addendum" (DPA), and if so, in what version.  It 

should be kept in mind that Microsoft will update the contractual documents from time 

to time. Most recently, for example, Microsoft responded to the DPC's determination of 
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24 November 2022 by publishing an updated version of the DPA on 1 January 2023. 

Controllers should regularly check whether their documents are up-to-date, and should 

take suitable measures if necessary. 

• Specific use of Microsoft 365: The specific use of Microsoft 365 by the controller 

should be described. In addition to the version of the software the controller is using and 

the interaction between this software and any other software applications which may be 

in use, a description of the (alternative) applications used by the controller should also 

be included. Reference should also be made to any exceptions or unusual 

circumstances in connection with the use of Microsoft 365; e.g. restrictions for certain 

types of data. 

 

2.1.4.1 Description of Microsoft 365 by [name of the public educational institution] 
 

The subject of the DPIA is the use of Microsoft 365 by [name of the public educational institution] 

and the associated processing of personal data, which will be described in greater detail below; 

[description of the subject of the DPIA]  

 

2.1.4.2 Contractual framework for use of Microsoft 365 
 

Note: Certain contractual agreements must be entered into in order to take advantage of 

Microsoft's offerings for public educational institutions, possibly in addition to optional addenda 

and statements by Microsoft. For example, the following contractual documents must be taken 

into account in connection with the use of Microsoft 365 at public educational institutions: 

 

Contractual basis: 

• Product Terms  

• Services Provider Use Rights (SPUR)  

• Service Level Agreements (SLA) for Online Services  

• Microsoft Services Agreement  

Use of Microsoft 365 at educational institutions: 

• University framework agreement as well as addenda 

• FWU framework agreement as well as addenda 
• Enrollment for Education Solutions (EES)   

https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA?year=2023
https://www.microsoft.com/licensing/terms/welcome/welcomepage
http://www.aka.ms/SPUR
http://www.aka.ms/csla
https://www.microsoft.com/de-de/servicesagreement/
https://www.microsoft.com/de-de/education/higher-education/hochschulrahmenvertrag
https://www.microsoft.com/de-de/education/buy/fwu-vertrag
https://download.microsoft.com/download/F/6/6/F6611596-992F-498A-A8EE-B0B39A6A4D0A/Enrollment_for_Education_Solutions_Licensing_Guide.pdf


  Page 10 of 34 

 
 

• Cloud Solution Provider Agreement 
• Microsoft Qualified Educational User Definition (EMEA) 

Documents relating to data protection law: 

• Microsoft Products and Services Data Protection Addendum (DPA)   

• Microsoft Privacy Statement  
 

[Name of the public educational institution] has entered into the following agreements with 

Microsoft for the purpose of using Microsoft 365: [list of contractual documents, as well as their 

significance] 

 

2.1.4.3 Microsoft 365 licenses held by [name of the public educational institution] 
 

Note: Microsoft's offerings for public educational institutions include various licensing models, 

known as "Microsoft 365 Education Plans." The licensing models (Education Plans) Office 365 

A1, Office 365 A3 and Office 365 A5 apply for public educational institutions. 

 

At the time the DPIA was prepared, [name of the public educational institution] held the following 

licenses for Microsoft 365: [list of the licenses held by the public educational institution] 

 

2.1.4.4 Applications used by [name of the public educational institution] 
 

Note: Although the licenses cover a wide range of applications, this does not mean that all of 

these applications will actually be used. For example, applications may be deactivated, and use 

of applications may be prohibited and/or restricted at the organizational level. Accordingly, the 

subject of the DPIA should be further specified by stating the applications which are or are not 

being used. 

 

The following applications of the existing licenses are/are not used at [name of the public 

educational institution]: [List of applications with possible further explanations about their use] 

 

2.1.5 Processing of personal data 
 

Note: In accordance with Article 4 No. 1 of the GDPR, "persona data" means "any information 

https://learn.microsoft.com/de-de/partner-center/csp-documents-and-learning-resources
https://download.microsoft.com/download/2/b/e/2be90bdd-1226-49ac-adbf-7b755085e433/AcademicQualEdUserDef.pdf
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://privacy.microsoft.com/de-de/privacystatement
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relating to an identified or identifiable natural person." In accordance with Article 4 No. 2 of the 

GDPR, "processing" means "any operation or set of operations which is performed on personal 

data or on sets of personal data, whether or not by automated means, such as collection, 

recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, 

use, disclosure by transmission, dissemination or otherwise making available, alignment or 

combination, restriction, erasure or destruction."  

 

In using Microsoft 365, the public educational institution, acting as the controller (Article 4 No. 

7 of the GDPR), uses the services of Microsoft, which acts as the processor (Article 4 No. 8 of 

the GDPR). Various types of personal data may be processed in connection with this use, 

involving various categories of data subjects. 

 

Separately from its processing arrangement with the institution, Microsoft also processes user 

data for its own purposes. The public educational institution may take technical measures to 

keep this processing to an absolute minimum. To the extent that Microsoft processes personal 

data for its own purposes, Microsoft is required to ensure compliance with data protection law  

in accordance with the provisions of the DPA. 

 

2.1.5.1 Nature of the processed data 
 

Note: Various types of personal data may be processed under the DPA, depending on how 

Microsoft 365 is used. In the interests of determining the lawfulness of the processing and 

assessing the associated risks, the institution would be well-advised to specify the types of data 

being processed and cite examples of the processed data types. 

 

In accordance with Appendix B of the DPA, e.g. the following types of personal data may be 

processed: 

• Basic personal data (e.g. place of birth, street name and house number (address), 

postal code, city of residence, country of residence, mobile phone number, first name, 

last name, initials, -email address, gender, date of birth), including basic personal data 

about family members and children;  

• Authentication data (for example user name, password or PIN code, security question, 

audit trail); 
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• Contact information (for example addresses, email, phone numbers, social media 

identifiers; emergency contact details); 

• Unique identification numbers and signatures (for example Social Security number, 

bank account number, passport and ID card number, driver's license number and 

vehicle registration data, IP addresses, employee number, student number, patient 

number, signature, unique identifier in tracking cookies or similar technology);   

• Pseudonymous identifiers;  

• Financial and insurance information (for example insurance number, bank account 

name and number, credit card name and number, invoice number, income, type of 

assurance, payment behavior, creditworthiness) 

• Commercial Information (for example history of purchases, special offers, subscription 

information, payment history) 

• Biometric Information (for example DNA, fingerprints and iris scans) 

• Location data (for example, Cell ID, geo-location network data, location by start call/end 

of the call; Location data derived from use of Wi-Fi access points) 

• Content data (for example Photos, video and audio) 

• Internet activity (for example browsing history, search history, reading, television 

viewing, radio listening activities) 

• Device identification (for example IMEI-number, SIM card number, MAC address) 

• Profiling (for example based on observed criminal or anti-social behavior or 

pseudonymous profiles based on visited URLs, click streams, browsing logs, IP-

addresses, domains, apps installed, or profiles based on marketing preferences) 

• HR and recruitment data (for example declaration of employment status, recruitment 

information (such as curriculum vitae, employment history, education history details), 

job and position data, including worked hours, assessments and salary, work permit 

details, availability, terms of employment, tax details, payment details, insurance details 

and location and organizations) 

• Education data (for example education history, current education, grades and results, 

highest degree achieved, learning disability) 

• Citizenship and residency information (for example citizenship, naturalization status, 

marital status, nationality, immigration status, passport data, details of residency or work 

permit) 

• Information processed for the performance of a task carried out in the public interest 
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or in the exercise of an official authority 

• Special categories of data (for example racial or ethnic origin, political opinions, 

religious or philosophical beliefs, trade union membership, genetic data, biometric data 

for the purpose of uniquely identifying a natural person, data concerning health, data 

concerning a natural person’s sex life or sexual orientation, or data relating to criminal 

convictions or offences). 

 

The following types of personal data are processed by connection with the use of Microsoft 365 

at [name of public educational institution]: [List and description of the nature of the processed data 

and the types of data included] 

 

2.1.5.2 Categories of data subjects 
 

Note: In order to determine the lawfulness of using Microsoft 365 and assess the associated 

risks, the categories of persons whose personal data are processed should also be listed. Data 

concerning the following categories of data subjects may be processed, for example: 

Employees of public educational institutions: This category includes all of the institution's 

employees regardless of their employment relationship, so that e.g. employees with the status 

of civil servants, regular employees and (outside) contractors may fall into this category. 

Other internal users: "Internal users" are understood to mean people who belong to the public 

educational institution but are not employees of the institution. This category may include e.g. 

students at a school or university. 

External users: External users are all those who are not employees or other internal users but 

who use Microsoft 365 applications for purposes of communication, exchange and/or 

collaborative work. 

Other third parties: The "other third parties" category consists of people who do not work with 

Microsoft 365 applications themselves, but whose personal data are stored or otherwise 

processed within the Microsoft 365 infrastructure by a public educational institution. 

 

Personal data concerning the following categories of data subjects are processed in connection 

with the use of Microsoft 365 by [name of public educational institution]: [List and description of 

the categories of data subjects and the persons included]  
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2.1.5.3 Purposes of processing 
 

Note: Finally, in the interests of determining the lawfulness of processing and assessing the 

risks associated with use of Microsoft 365, the purposes of processing should be identified. In 

order to identify the relevant purposes for use of Microsoft 365 at a public educational institution, 

e.g. the following aspects may be taken into account, based on which use of the software may 

come into consideration: 

• timely fulfillment of the public mandate to provide education and convey the associated 

knowledge; 

• enabling extensive collaboration and communications as a means of facilitating state-

of-the-art teaching, research and administration; 

• providing a state-of-the-art, contemporary and efficient learning, teaching and work 

environment; 

• promoting scientific discourse and new pedagogical approaches; 

• using digital teaching and learning systems as an aid and as a fixed component of 

modern educational and instructional work; 

• enabling collaborative work and inter-locational cooperation; 

• preparing, assessing and documenting courses; 

• facilitating the creation and editing of documents and content; 

• providing and exchanging documents and other files; 

• facilitating and improving internal and external communications. 

 

In addition to naming the relevant purposes in general, the responsible entities may further 

specify the purposes and further explain the specific purposes of each processing operation in 

detail as part of the description of the individual use scenarios.  

 

The purposes pursued by [name of the public educational institution] in using Microsoft 365 are: 

[List of all purposes]. 

 

2.1.6 Description of use scenarios 
 

Note: Microsoft 365 applications can be used in a wide variety of ways. In order to determine 

the basis for the assessment in data protection law, it is first necessary to define how the 
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applications will be used. To this end, it is necessary to identify the various areas in which the 

applications will be used at the public educational institution (use scenarios). Use scenarios can 

be defined in various ways. Processing operations may be structured by dividing applications 

into their various areas of use. For example, the following use scenarios may be identified: 

• Use of Microsoft 365 for creating and editing content (e.g. Office applications); 

• Use of Microsoft 365 for e-mail communications and managing calendars (e.g. Microsoft 

Outlook, Exchange Online); 

• Use of Microsoft 365 for collaborative work (e.g. Microsoft Teams, Microsoft 365 

Groups); 

• Use of Microsoft 365 for storage of files and content (e.g. Microsoft OneDrive, Microsoft 

Stream). 

 

Within the identified use scenarios, relevant applications and processing operations can be 

defined, which can then be used to identify the data subjects and the relevant data types and 

categories. The categories mentioned above may come into consideration as possible 

categories of data subjects and as possible data categories and data types, and are to be 

identified for each use scenario. Finally, the individual purposes for each use scenario involving 

the relevant applications can be evaluated, whereby the previously mentioned purposes for the 

individual use scenarios should be further specified. Whether or not use of Microsoft 365 

conforms to data protection law is then determined based on the areas of use defined and the 

associated processing operations. 

 

The following use scenarios for Microsoft 365 can be identified for [name of public educational 

institution]: [Description of the individual use scenarios] 

 

Note: We recommend including the following in each individual use scenario: 

• a general description of the use scenario;  

• a description of the applications which are used within the use scenario;  

• a description of the nature of the processed data, categories of data subjects and the 

purposes of processing with respect to each individual use scenario.  
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2.1.7 Controller for the processing 
 

Note: In cases where Microsoft 365 is used at a public educational institution, the institution's 

management typically determines the purposes and means of the processing of personal data 

which is associated with use of the software and is therefore the controller in terms of Article 4 

No. 7 of the GDPR. The institution's management uses the services of Microsoft Ireland, which 

conducts processing on behalf of the public educational institution, and therefore acts as the 

processor in terms of Article 4 No. 8 of the GDPR. 

 

2.1.7.1 Status of [name of public educational institution] as controller 
 

Note: An explanation should be included at this point specifying the processing operations for 

which the public educational institution acts as controller, as well as the contractual rules in 

effect for the processing arrangement with Microsoft Ireland. In particular, it should state 

whether a processing agreement must be concluded with Microsoft Ireland. It should be kept in 

mind in this regard that Microsoft published an updated version of the DPA on 1 January 2023 

which includes significant changes, in response to criticism from the data protection authorities 

on 24 November 2022. 

 

[Description of the institution's status as controller] 

 

Note: In addition to the processing relationship with Microsoft, there should also be a description 

of contractual relationships with other processors which are involved in the use of Microsoft 

365, as well as third-party providers of applications which are integrated into Microsoft 365. In 

addition to the names of the processors, the description should also include their role and any 

relevant contractual documents, particularly the processing agreement.  

 

2.1.7.2 Microsoft Ireland Operations Limited 
 

Note: In addition to processing of data on the customer's behalf, Microsoft also reserves the 

right in the DPA to process certain user data for its own purposes. Microsoft states that it may 

aggregate statistical, non-personal data from pseudonymized data, as well as compiling 

statistics. Microsoft assures the customer that it will not access or analyze the content of 

customer data. The purposes of this processing are fully defined in the DPA, and consist of 
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billing and account management, compensation such as calculating employee commissions 

and partner incentives, internal reporting and business modeling, such as forecasting, revenue, 

capacity planning, and product strategy, as well as financial reporting. Microsoft also assures 

the customer in the DPA that, when processing for these business operations, Microsoft will 

apply principles of data minimization and will not use or otherwise process customer data, 

professional services data, or personal data for purposes of user profiling, advertising or similar 

commercial purposes, or for any other purpose. This data processing may be kept to a 

minimum. To the extent that Microsoft processes persona data for its own commercial 

purposes, Microsoft itself is responsible under the DPA for compliance with all applicable data 

protection rules. 

  

[Brief description of Microsoft Ireland's status as controller] 

 

2.1.8 Legal basis 
 

Note: The GDPR establishes the principle of prohibition subject to legalization. Under this 

principle, processing of personal data may only take place if it meets one of the statutory 

elements for legalization. These elements are derived primarily from Article 6 of the GDPR, as 

well as the provisions of Germany's Federal Data Protection Act (BDSG) and applicable status 

data protection laws (LDSG). In order to determine the relevant legal basis, it is necessary to 

distinguish between the individual data processing operations. For example, a legal basis may 

exist for all use scenarios relating to the use of Microsoft 365, or specific legal bases may apply 

for specific categories of people or for specific processing actions. Legal bases may be cited in 

cumulative fashion. In particular, the following legal bases may apply in connection with use of 

Microsoft 365 by a public educational institution: 

• Performance of a task in the public interest: firstly, Article 6(1) Sentence 1(e) Alt. 1 

of the GDPR may come into consideration in connection with the processing of personal 

data of all data subjects, in all use scenarios involving a public educational institution. 

Under this clause, processing is lawful if it is necessary for the performance of a task 

which is in the public interest and which was assigned to the controller. The 

corresponding provisions of any applicable state data protection laws may also be cited. 

In the course of further consideration of this issue, it may be pointed out that the law of 

the relevant federal state expressly authorizes the institution to use digital teaching and 
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learning system in the performance of its task. Finally, it should be explained that this 

processing is required for performance of the task, whereby the interests of the parties 

involved are to be balanced and interference with the rights of data subjects should be 

kept to an absolute minimum. 

• Exercise of official authority: The legal basis specified in Article 6(1) Sentence 1(e) 

Alt. 2 of the GDPR may come into consideration for certain tasks. Under this clause, 

processing may take place if it is required for the performance of a task which is carried 

out in the exercise of official authority vested in the controller. In this case as well, the 

provisions of any applicable state data protection laws may also be cited, insofar as they 

contain an identical provision. "Exercise of official authority" should be understood as 

the performance of sovereign tasks based on authority which is defined by law.3 It may 

be pointed out, for example, that the institution has been vested with official authority to 

carry out its tasks by the law of the relevant federal state. It is also necessary to specify 

the sovereign tasks which Microsoft 365 may be used to perform in any individual case. 

A possible example of such a task could be the conduct of examinations, insofar as e.g. 

issuing grades and assessments qualifies as a sovereign act, i.e. an administrative 

action in terms of § 35 of the Administrative Procedures Act,4 which should likewise be 

explained in each individual case. Finally, it is necessary in this case as well to carefully 

weigh the interests of the various parties in order to establish the necessity of processing 

for performance of the aforementioned task, which is carried out in the exercise of official 

authority. 

• Employees without the status of civil servants: Different legal bases may come into 

consideration for the processing of personal data of employees who do not have the 

status of civil servants: The legal basis specified in Article 6(1) Sentence 1 (b) and Article 

88(1) of the GDPR, in conjunction with § 26 of the Federal Data Protection Act, may 

apply for the processing of personal data concerning instructors who do not qualify as 

civil servants. Under this clause, personal data of employees may be processed for the 

purposes of the employment relationship if such processing is necessary in order to 

make a decision as to whether to establish an employment relationship or, after an 

 
 
3 See Heberlein in: Ehmann/Selmayr, Datenschutz-Grundverordnung, 2nd ed. 2018, Art. 6 DS-GVO 
Marginal No. 22. 
4 See von Alemann/Scheffczyk in: Bader/Ronellenfitsch, BeckOK VwVfG, 57. Ed., Stand: 01.10.2022, § 
35 VwVfG, Marginal No. 180. 
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employment relationship is established, for the conduct or termination of the 

employment relationship, or for the exercise of rights or the performance of duties 

relating to representative of employee interests which are derived from the law, from a 

collective bargaining agreement or from a works or service agreement (collective 

agreements). Article 6(1) Sentence 1 (b) and Article 88(1) of the GDPR, in conjunction 

with the applicable provision of the state data protection law, may apply for the 

processing of personal data of employees which do not qualify as civil servants and 

which are engaged in administrative activities. In accordance with the above distinction, 

processing of special categories of personal data in terms of Article 9(1) of the GDPR 

may be based either on Article 6(1) Sentence 1 (b) and Article 88(1) of the GDPR, in 

conjunction with § 26(3) of the Federal Data Protection Act, or on Article 6(1) Sentence 

1 (b) and Article 88(1) of the GDPR, in conjunction with the relevant provision of the 

applicable state data protection law. Under these statutes, special categories of 

personal data may be processed for purposes of the employment relationship if such 

processing is necessary for the exercise of rights or the performance of legal obligations 

in labor law, social security law and social protection law and if there is no reason to 

believe that this necessity is outweighed by legitimate interests of the data subject in 

excluding processing of the data. Finally, Article 6(1) Sentence 1 (b) and Article 88(1) of 

the GDPR, in conjunction with § 26(1) Sentence 2 of the Federal Data Protection Act 

may come into consideration as a legal basis for certain individual cases involving the 

use of Microsoft 365. Under these statutes, personal data of employees may be 

processed for the purpose of investigating criminal offenses, provided that actual 

documented evidence exists which establishes the suspicion that the data subject in the 

employment relationship has committed a criminal offense, that the processing is 

necessary for investigation of the offense and that the need for processing is not 

outweighed by legitimate interests of the employee or employees in excluding the 

processing, and particularly that the nature and scope of the processing are not 

disproportionate to the circumstances of the case. 

• Employees who qualify as civil servants: Article 6(1) Sentence 1(c) of the GDPR 

may come into consideration as a legal basis for the processing of personal data 

concerning employees who qualify as civil servants. Under this statute, the processing 

of personal data is lawful if such is necessary for compliance with a legal obligation to 

which the controller is subject. In examining this statute as a possible legal basis, the 
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institution should take into account e.g. provisions of state law which govern the (civil 

service) tasks of the institution and its employees. It should also be kept in mind that a 

legal obligation may also arise from Article 33(5) of the Basic Law, which states that civil 

service law is to be regulated and developed with due regard for traditional principles of 

civil service. 

• Consent: Depending on the circumstances of the individual case, consent may come 

into consideration as a legal basis for processing in accordance with Article 6(1) 

Sentence 1(a) of the GDPR in conjunction with the data subject's declaration of consent 

in each case. It is necessary for such consent to be informed and freely given. It must 

be explained in each individual case that these requirements have been met. In 

particular, it is necessary to explain how that data subject's consent could be freely given 

despite the fact that it was given in the context of an institution-student relationship, in 

which the student is placed in a subordinate position relative to the institution. In cases 

where special categories of personal data are processed, consent in accordance with 

Article 9(2)(a) of the GDPR may come into consideration. For this legal basis to apply, 

the consent must meet not only the general requirements but also the special 

requirements specified in Article 9(2)(a) of the GDPR, which states, in particular, that 

the express consent of the data subject is required. 

• Performance of a contract: Data processing may also be based on Article 6(1) 

Sentence 1(b) of the GDPR in any individual case. Under this statute, processing is 

lawful if it is required for the performance of a contract to which the data subject is party 

or in order to take steps at the request of the data subject prior to entering into a contract. 

This legal basis may come into consideration e.g. in certain cases where Microsoft 365 

is used in communications with outside third parties. The existence of this legal basis 

depends in each case not only on the existence of a (pre-) contractual relationship 

between the controller and the data subject, but on the necessity of the specific 

processing operation. 

• Legal basis for disclosure of data to Microsoft: The question as to whether the mere 

use of Microsoft 365 qualifies as a separate processing operation separately from the 

processing of any content, since it involves the disclosure of data to Microsoft which 

Microsoft then processes for its own purposes, is disputed.. If one agrees with the DPC's 

view that such a disclosure does take place, a legal basis is required for this action as 

well. The DPC is correct when it states that, in light of Article 6(1) Sentence 2 of the 

https://datenschutzkonferenz-online.de/media/dskb/2022_24_11_festlegung_MS365_abschlussbericht.pdf
https://datenschutzkonferenz-online.de/media/dskb/2022_24_11_festlegung_MS365_abschlussbericht.pdf
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GDPR, public educational institutions should generally not be able to simply invoke a 

legitimate interest as a legal basis in accordance with Article 6(1) Sentence 1(f) of the 

GDPR. But Article 6(1) Sentence 1(f) of the GDPR is not the only possible legal basis 

for the lawful disclosure of data to Microsoft. Rather, § 25(2) of the Federal Data 

Protection Act or provisions of the relevant state data protection laws may be applicable 

instead. State law may even establish a specific legal basis for this type of processing. 

Under these statutes, the transfer of personal data to non-public entities may be lawful 

if the third party which receives the data credibly demonstrates a legitimate interest in 

knowledge of the data, if (depending on the statute,) the data subject has no legitimate 

interest in excluding the transfer and if the third party undertakes vis-à-vis the public 

institution making the transfer that the data will only be processed for the purpose for 

which the transfer was made. These requirements may be met in view of the strict 

contractual provisions in the Microsoft DPA. But it should be kept in mind that some of 

the statutes mentioned above are held to be in violation of European law, so that a closer 

examination may be required in any individual case.  

 

The educational institution should examine the legal bases mentioned above and, should it 

seek to invoke one or more of them, its examination should be sufficiently explained below in a 

documented manner. 

 

[Name of the public educational institution] bases its processing in the present case on the 

following legal bases, based on the following grounds: [Description of the legal bases for 

processing, as well as the grounds establishing that the associated requirements have been met] 

 

2.1.9 Third-country transfers 
 

Note: When using Microsoft 365, the transfer of personal data to a third country, i.e. a country 

which is not a member state of the EU or the European Economic Area (EEA), cannot be ruled 

out. It is true that, according to statements made by Microsoft, data originating from Global 

Region 1 (EMEA) are generally processed within the EU. However, this expressly refers only 

to the storage of customer data "at rest": data "in transit" may be routed to other locations and 

processed in other regions. Moreover, in the course of providing additional information about 

data storage locations for the EU, Microsoft states that, despite the arrangement under which 

https://learn.microsoft.com/de-de/microsoft-365/enterprise/o365-data-locations?ms.officeurl=datamaps&geo=Europe&view=o365-worldwide#Europe
https://learn.microsoft.com/de-de/microsoft-365/enterprise/m365-dr-overview?view=o365-worldwide
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data is to be retained within certain regions, it may be necessary for data to be temporarily 

transferred outside of the specified geographical boundaries. 

 

The GDPR establishes strict requirements for third-country transfers (Article 44 and subsequent 

Articles of the GDPR). A third-country transfer can only take place based on an adequacy 

decision from the European Commission (EU Commission), if appropriate safeguards have 

been created by the controller or the processor for the protection of personal data or if one of 

the exceptions specified in Article 49 of the GDPR applies. The requirements are to be heeded 

primarily by the data exporter, i.e. by the person who transfers the data to a recipient in a third 

country. The data exporter may be a controller or a processor. 

 

Data transfers to one third country, the US, have been a focus of the DPC's criticism regarding 

the use of Microsoft 365. The data protection authorities have taken the view that, in most 

cases, the requirements established by the European Court of Justice (ECJ) in its "Schrems II" 

decision are not met, or only barely met. Others have argued that, in specific cases at least, the 

requirements of the GDPR can be met even if Microsoft 365 is used, with due regard for all 

relevant circumstances and the precautions taken. Microsoft has taken a wide range of 

measures to this end and has provided relevant information. Accordingly, it is necessary for 

public educational institutions to conduct an independent assessment as to the lawfulness of 

third-country transfers and to explain this assessment in a documented manner.  

 

This assessment may take into account the statements and information provided by Microsoft, 

as well as the following aspects in particular: Microsoft Ireland, acting as the data exporter, 

transfers personal data in connection with the use of Microsoft 365 to the US-based Microsoft 

Corporation, which acts as the data importer. For this purpose, Microsoft Ireland has adopted 

and published the EU Commission's updated Standard Contractual Clauses (SCCs) in Module 

3, "processor-to-processor." Moreover, Microsoft Ireland undertakes vis-à-vis its customers in 

its DPA of January 2023 to reach an agreement with the Microsoft Corporation with regard to 

the EU Commission's updated SCCs and to conduct a "transfer impact assessment." Data may 

only be disclosed in accordance with European law (Article 23 of the GDPR). Controllers which 

use Microsoft 365 should therefore ensure that they agree upon Microsoft's updated DPA. 

Microsoft has also provided additional information about data transfers to the US, as well as 

statements, which must also be taken into account in accordance with the "Schrems II" decision. 

https://datenschutzkonferenz-online.de/media/dskb/2022_24_11_festlegung_MS365_abschlussbericht.pdf
https://curia.europa.eu/juris/document/document.jsf;jsessionid=A30CF88D215BA1EE3B05A4392A3F69A4?text=&docid=228677&pageIndex=0&doclang=de&mode=lst&dir=&occ=first&part=1&cid=397418
https://curia.europa.eu/juris/document/document.jsf;jsessionid=A30CF88D215BA1EE3B05A4392A3F69A4?text=&docid=228677&pageIndex=0&doclang=de&mode=lst&dir=&occ=first&part=1&cid=397418
https://servicetrust.microsoft.com/DocumentPage/d4e2c91a-1c8f-40f6-a1ae-432f5dc2d6f5
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA?year=2023
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWRql1?culture=de-de&country=DE#page=18&zoom=100,0,0
https://learn.microsoft.com/de-de/compliance/regulatory/offering-EU-Model-Clauses
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With an eye towards future developments, it may also be pointed out that the EU and the US 

have reached an agreement with regard to a joint data protection convention, known as the 

"Trans-Atlantic Data Privacy Framework" or the "EU-U.S. Data Privacy Framework," and that 

the US has already fulfilled its commitments under this agreement in a legal act known as the 

"Executive Order On Enhancing Safeguards For United States Signals Intelligence Activities" 

(EO). Furthermore, the EU Commission has already published a draft for a new adequacy 

decision, as well as initiating the procedure for adoption of an adequacy decision for safe data 

flows with the US. It is expected that the new adequacy decision will be issued around mid-

year. Moreover, Microsoft itself has announced a new - European - solution for the processing 

of customer data in the EU, the "EU Data Boundary for the Microsoft Cloud" (EU Data 

Boundary), and gradual implementation of this solution began in January 2023. The public 

educational institution will continue to monitor current developments and will take suitable 

measures if necessary. 

 

[Explanation concerning third-country data transfers in connection with Microsoft 365 and the 

lawfulness of such transfers] 

 

2.1.10 Protecting the rights of data subjects 
 

Note: Protecting data subjects is a key objective of the GDPR. Data subjects have a number of 

rights at their disposal in accordance with Chapter 3 of the GDPR (e.g. a right to information 

pursuant to Article 12 of the GDPR, a right of access pursuant to Article 15 of the GDPR and a 

right of erasure pursuant to Article 17 of the GDPR). The public educational institution must 

ensure that these rights are protected, and it must take suitable measures to this end. In 

particular, this may include the following measures: 

• providing information about processing for data subjects (e.g. by issuing circulars); 

• documenting data subjects' consent in cases where the legal basis for a processing 

operation is the data subject's consent; 

• establishing processes for handling inquiries from data subjects (e.g. using Microsoft's 

"DSR (Data Subject Request) Case Tool“; 

• enabling data subjects to report misconduct to a designated reporting office within the  

institution. 

https://ec.europa.eu/commission/presscorner/detail/de/ip_22_2087
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_2087
https://ec.europa.eu/commission/presscorner/detail/en/qanda_22_6045
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://commission.europa.eu/document/e5a39b3c-6e7c-4c89-9dc7-016d719e3d12_en
https://ec.europa.eu/commission/presscorner/detail/de/ip_22_7631
https://ec.europa.eu/commission/presscorner/detail/de/ip_22_7631
https://blogs.microsoft.com/eupolicy/2022/12/15/eu-data-boundary-cloud-rollout/
https://learn.microsoft.com/de-de/compliance/regulatory/gdpr-manage-gdpr-data-subject-requests-with-the-dsr-case-tool
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With regard to the provision of information to data subjects, it should also be kept in mind that 

Microsoft provides a great deal of information for controllers and data subjects. For example, 

the Microsoft News Center features a whole section devoted to data protection. Among the 

relevant articles are e.g. the "Fact Check: Data Protection" series as well as the "Data Jungle" 

series. 

 

We recommend that a section be included below specifying all measures which are designed 

to protect the rights of data subjects. 

 

[Presentation of specific measures for the protection of data subjects' rights in each individual 

case] 

 

2.1.11 Deletion of data 
 

Note: In accordance with the data protection principles of data minimization (Article 5(1)(c) of 

the GDPR) and storage limitation (Article 5(1)(e) of the GDPR), personal data may only be 

processed to the extent and for the period necessary in order to accomplish the purposes of 

the processing. Personal data which are no longer needed for the purposes of the processing 

in each case are to be deleted. We recommend creating a deletion concept for use of Microsoft 

365 and making reference to this concept in the document. In addition to a presentation of the 

institution's own deletion concept, information provided by Microsoft with regard to the deletion 

of data can also be included. 

 

[Description of the public educational institution's deletion concept] 

 

2.2 Necessity and proportionality of the processing (Article 35(7)(b) of the GDPR)  
 

Note: In accordance with Article 35(7)(b) of the GDPR, the DPIA must include an assessment 

of the necessity and proportionality of the processing operations in relation to the purposes. 

The benchmark for determining whether or not data processing is proportional is Article 5(1)(b) 

and (c) of the GDPR, which establish the principles of purpose limitation and data minimization. 

Data processing must not only rest on a legal basis, but must also be proportional. The 

https://news.microsoft.com/de-de/category/datenschutz/
https://news.microsoft.com/de-de/?s=faktencheck
https://news.microsoft.com/de-de/?s=im+daten-dschungel
https://learn.microsoft.com/de-de/compliance/assurance/assurance-data-retention-deletion-and-destruction-overview
https://learn.microsoft.com/de-de/compliance/assurance/assurance-data-retention-deletion-and-destruction-overview
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assessment as to whether the processing is necessary and proportional can be broken down 

into the following parts: 

• presence of a legitimate purpose; 

• suitability of the processing; 

• necessity of the processing: 

• fairness of the processing. 

 

In general, any valid purpose can be a legitimate purpose as long as it does not violate the 

law. Since educational institutions operate as public bodies, the legitimate purpose must be in 

the public interest. The following purposes may come into consideration, for example, for use 

of Microsoft at public educational institutions: 

• enabling and enhancing a digital working environment; 

• establishing digital work flows and enabling effective work structures; 

• facilitating and enhancing communications and work structures, both internally and 

externally; 

• making the institution more attractive; 

• establishing an efficient method for organizing the institution's teaching activities. 

 

In addition, the processing activities which are associated with the use of Microsoft 365 must 

be suitable for the purpose. The processing of personal data is suitable if it objectively 

promotes the legitimate purpose. 

 

The use of Microsoft 365 must also be necessary for achievement of the legitimate purposes. 

This is the case if the legitimate purposes cannot be accomplished by other means which are 

equally suitable but less intrusive. Data processing is necessary if the purpose of the processing 

in any individual case cannot be accomplished without the processing, or cannot be 

accomplished in a complete and lawful manner. Processing of data must be kept to the absolute 

minimum. If alternative means are available which are equally suitable and less intrusive, the 

controller is required to use those alternatives. Means are considered less intrusive if they 

interfere to a lesser extent with the rights of data subjects.5 The use of alternative means must 

 
 
5 See Wolff in: Schantz/Wolff, Das neue Datenschutzrecht, 1st ed. 2017, D. Grundprinzipien und 
Zulässigkeit der Datenverarbeitung, Marginal No. 434. 
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be objectively unreasonable for the controller:6 the controller cannot be expected to do 

something which is legally or factually impossible. The unreasonability of alternative measures 

is established by weighing the interests of the parties involved. The feasibility of the measures 

in question, in terms of financial resources and personnel, is of decisive importance in this 

regard.7 The following aspects may be mentioned, for example, in order to explain why the use 

of Microsoft 365 is necessary: 

• fulfillment of the public mandate to provide education in the Digital Age; 

• establishing the institution as a forward-looking educational institution, with 

corresponding offerings; 

• maintaining general teaching and administrative operations in the time of the 

coronavirus pandemic; 

• meeting expectations for a modern and contemporary educational institution; 

• adapting to changing legal and social conditions; 

• ensuring efficient and state-of-the-art processes; 

• users' familiarity with Microsoft 365. 

 

Finally, the use of Microsoft 365 and the associated data processing must be fair. Data 

processing is fair if a comparison of interests with regard to the relationship of the means to the 

purpose would come out in favor of the controller. The interests of the data subjects are to be 

weighed against those of the controller. To this end, the interests of the controller and the data 

subjects are to be identified and then brought into a reasonable balance with one another. 

Consideration should be given to the interests and fundamental rights and freedoms of the 

various parties in each individual case. The following aspects may be taken into consideration 

in this regard, for example: 

• protecting privacy during the learning, teaching and work period; 

• the requirements and expectations of the data subject in the present Digital Age; 

• the benefits to the data subjects of using Microsoft 365; 

• measures by the controllers for the mitigation of data protection risks;  

• use of Microsoft 365 only when actually necessary, and differentiated selection when 

using the software; 

 
 
6 See Schulz in: Gola/Heckmann, Datenschutz-Grundverordnung - Bundesdatenschutzgesetz, 3rd ed. 
7 See Wolff in: Wolff/Brink, BeckOK Datenschutzrecht, 42. Ed., Stand: 01.11.2021, § 3 BDSG Marginal 
No.17. 
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• provision of equivalent alternative offerings. 

 

[Description of the proportionality assessment] 

 

2.3 Risk analysis (Article 35(7)(c) of the GDPR) 
 

Note: In accordance with Article 35(7)(c) of the GDPR, the DPIA must include an assessment 

of the risks to the rights and freedoms of data subjects. 

 

The method of measuring these risks must be defined in advance. The risk to data subjects is 

determined by examining the likelihood that a threat will materialize, along with the potential 

damages associated with the threat. Whether a risk exists and, if so, how that risk is to be 

weighted, is to be determined from the viewpoint of the data subjects. The method of assessing 

risks using a risk matrix has proven itself for the measurement of specific individual risks: 

 

Im
pact 

Very high 4 8 12 16 

High 3 6 9 12 

Medium 2 4 6 8 

Low 1 2 3 4 

 Low Medium High Very high 

 Likelihood  

 

The risk matrix serves to assess data security objectives (availability, integrity, confidentiality) 

as well as data protection objectives (availability, integrity, confidentiality, purpose limitation, 

data minimization and transparency). The likelihood that each risk will occur and the severity of 

the resulting consequences (impact) are broken down into the following categories: "low," 

"medium," "high" and "very high." "Likelihood" is the estimated probability that a risk will 
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materialize. The potential harm to data subjects is estimated based on the aforementioned 

objectives of the GDPR. This is done by examining the extent to which certain events could 

result in physical, material or non-material damage to the data subjects (see Recital 75 to the 

GDPR).  

 

Once the likelihood that a risk will occur is determined, as well as the severity of the impact, the 

value representing the likelihood of occurrence is to be multiplied with the value representing 

the severity of the impact. The resulting value is then used to determine the appropriate risk 

class within the risk matrix, using the highest value for severity of the impact. 

 

The risk analysis focuses first on ascertaining gross risk, so that risk scenarios will be created 

below for each of the processing operations, and these scenarios will be assessed at first 

without accounting for measures to address those risks. Later on, in the section devoted to the 

identification and assessment of measures to address risks, all relevant measures to address 

risks will be presented and their impact on the identified risks will be explained. Lastly, a final 

risk assessment will be conducted, taking into account the measures implemented by the 

institution to address risks. 

 

2.3.1 Risks associated with use of Microsoft 365 at [name of public educational 
institution] 

 

Note: The specific risks associated with use of Microsoft 365 are to be identified by the controller 

for each individual case. However, data protection authorities in several federal states have 

pointed out potential risks associated with use of Microsoft 365 at educational institutions, and 

these risks must be taken into consideration as part of the risk analysis in each case.8 In 

addition, certain potential risks have emerged in the past in connection with use of Microsoft 

365 in general. Accordingly, e.g. the following risks may come into consideration in connection 

with the use of Microsoft 365 at public educational institutions: 

unlawful access to personal data by the US authorities; 

 
 
8 See in this regard e.g. LfDI Rheinland-Pfalz, FAQs zu Microsoft 365, last viewed on 30 January 2023; LfDI 
Baden-Württemberg, Hinweise des LfDI Zur Nutzung von Microsoft 365 durch Schulen (mit weiteren 
Anlagen), last viewed on 30 January 2023; Der Landesbeauftragte für den Datenschutz Sachsen-Anhalt, 
Hinweise zur Ausstattung der Schulen mit digitalen Endgeräten unter Nutzung von Produkten wie Microsoft 
Office 365, last viewed on 30 January 2023. 

https://www.datenschutz.rlp.de/de/themenfelder-themen/microsoft-office-365/
https://www.baden-wuerttemberg.datenschutz.de/ms-365-schulen-hinweise-weiteres-vorgehen/
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Informationen/Hinweise/Microsoft_auf_Endgeraeten_LSchulA_zK.pdf
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Informationen/Hinweise/Microsoft_auf_Endgeraeten_LSchulA_zK.pdf
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unauthorized (further) processing of data by Microsoft for its own purposes; 

monitoring of user behavior by Microsoft through the processing of metadata; 

use of data for marketing purposes; 

non-transparent data processing operations; 

disclosure of data to Microsoft; 

creation of a monitoring effect for users; 

unauthorized communication of data by users of Microsoft 365; 

(inadvertent) deletion of data by users; 

use of Microsoft 365 applications for purposes other than the intended purpose; 

errors by the administrator in selecting basic settings for the system; 

cyberattacks on Microsoft 365; 

breakdown of the platform as the result of a technical defect. 

 

The specific risks associated with the use of Microsoft 365 within the institution should be 

explained below, along with a comprehensive assessment. This explanation should include not 

only a presentation of the relevant risk scenarios, but an assessment of both the likelihood that 

the risk will occur and the severity of the impact in each case, so that a final risk value can be 

determined using the risk matrix. 

 

The following example can serve as a guideline in this regard: 

 

Sample risk assessment: "cyberattack on Microsoft 365" 

The likelihood of an attack on Microsoft 365 by an external attacker can be described as high. 

Due in no small part to the progressive digitization of formerly analog processes, a trend which 

has become stronger as a result of the coronavirus pandemic, cyberattacks are a constant 

threat for public authorities, private companies and government institutions, and such attacks 

occur every day. It is true that public educational institutions are typically a less attractive target 

than private companies as far as the attackers' financial interests are concerned. However, 

public educational institutions are still an attractive target for attackers given their very large 

number of users, as well as the fact that attackers are not necessarily targeting specific 

institutions, but are rather seeking the broadest possible avenues of attack. 

 

The severity of the impact resulting from the potential unauthorized disclosure of and access to 
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data as the result of a cyberattack largely depends on the specific type of data, but can generally 

be classified as high, especially with respect to personnel and performance data. Moreover, 

even if other processed data pose a low risk of abuse in and of themselves, they can still be 

used for further attacks if they fall into the hands of unauthorized persons. 

 

Im
pact 

Very high 4 8 12 16 

High 3 6 9 12 

Medium 2 4 6 8 

Low 1 2 3 4 

 Low Medium High Very high 

 Likelihood 
 

 

[Name of public educational institution] has ascertained the following risks in connection with its 

assessment of the use of Microsoft 365 and has assessed them accordingly: [Description and 

assessment of the specific risks in each individual case] 

 

2.3.2 Overall risk 
 

Note: Overall risk is to be ascertained based on the analysis of individual risks. This is done by 

adding together the risk values for each individual risk and then dividing this number by the total 

number of individual risks. The resulting number is the overall risk value. This value can also be 

presented using the risk matrix, in which case the resulting figure may have to be rounded up. 

 

Accordingly, the following steps must be followed in order to calculate overall risk: 

1. Number of individual risks identified: 13 

2. Sum of the risk values for the individual risks: 85 

3. The sum of the individual risk values divided by the number of individual risks: 85/13 = 6.53 
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4. Calculation of the overall risk value by rounding up the result of this division formula: 6.53  7 

5. Presentation of the overall risk value in the risk matrix  

 

Based on the analysis of individual risks, the overall risk associated with the use of Microsoft 365 

at [name of public educational institution] is as follows, without accounting for measures to 

address those risks: [Assessment of overall risk in each individual case] 

 

2.4 Identification and assessment of measures to address risks (Article 35(7)(d) 
of the GDPR) 

 

Note: In accordance with Article 35(7)(d) of the GDPR, the DPIA should include "the measures 

envisaged to address the risks, including safeguards, security measures and mechanisms to 

ensure the protection of personal data and to demonstrate compliance with this Regulation 

taking into account the rights and legitimate interests of data subjects and other persons 

concerned." The identification and assessment of measures to address risks should include the 

following: 

• identification of suitable measures to address risks and description of their impact on the 

identified risks;  

• assessment of the extent to which the measures are suitable for minimizing the identified 

risks and ensuring compliance with the GDPR. In addition to a description of the 

measures taken to address risks, the impact of each of these measures on the 

previously identified risks is of substantial importance for the subsequent analysis of 

residual risk. 

 

2.4.1 Measures to address identified risks  
 

Note: Suitable measures to address risks may include technical or organizational measures 

such as e.g. use of multi-factor authentication or the introduction of mandatory terms of use and 

training in data protection. Measures by Microsoft or other third parties, such as e.g. Microsoft's 

announcement concerning the EU Data Boundary, may also be taken into account insofar as 

they have the potential to minimize risks in each individual case. Such measures may also 

include political developments which have an impact on one of the risks identified, such as e.g. 

issuance of the EO. A legal assessment must be performed in each individual case in order to 
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determine whether individual measures are necessary. 

 

It should also be kept in mind that individual data protection authorities have recommended 

specific measures to address risks, and these measures should be assessed as part of the 

DPIA.9 Possible measures include, e.g..: 

• use of a contractual framework based on the EU's updated SCCs; 

• use of anonymous e-mail addresses/accounts and prohibiting the use of private 

Microsoft accounts; 

• minimizing the ability for the processed data to be matched to a specific person; 

• operating Microsoft 365 on the institution's own IT infrastructure ("on-premises solution") 

(dispensing with storage in the Cloud, APP.1.1.A12 of the IT-Grundschutz 

Compendium) or on infrastructure within the EEA which is not subject to the US CLOUD 

Act; 

• preventing the transfer of telemetry data by means of product configuration options in 

connection with use of Microsoft 365 ("controls") and/or the underlying Windows 

operating system; 

• preventing the transfer of telemetry data through contractual, technical or organizational 

measures; 

• use of a preconfigured and secure browser with integrated security measures for the 

broadest possible pseudonymization/synchronization of metadata; 

• interspersing preconfigured terminal clients for the broadest possible 

pseudonymization/synchronization of metadata; 

• providing terminal devices which are configured to use as little data as possible; 

• routing internet traffic through the institution's own infrastructure with suitable technical 

measures for encryption of its IP addresses; 

• examining data transfers by Microsoft, e.g. using Microsoft's Diagnostic Data Viewer 

(DDV); 

• monitoring Microsoft product updates and checking for possible configuration changes 

which may be associated with these updates; 

• agreeing on and implementing Microsoft's EU Data Boundary and implementing 

 
 
9 See in this regard e.g. LfDI Rheinland-Pfalz, FAQs zu Microsoft 365, last viewed on 30 January 2023; LfDI 
Baden-Württemberg, Hinweise des LfDI Zur Nutzung von Microsoft 365 durch Schulen (with further 
attachments), last viewed on 30 January 2023. 

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Kompendium_Einzel_PDFs_2021/06_APP_Anwendungen/APP_1_1_Office_Produkte_Edition_2021.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Kompendium_Einzel_PDFs_2021/06_APP_Anwendungen/APP_1_1_Office_Produkte_Edition_2021.pdf?__blob=publicationFile&v=2
https://www.congress.gov/bill/115th-congress/senate-bill/2383/text
https://www.congress.gov/bill/115th-congress/senate-bill/2383/text
https://learn.microsoft.com/de-de/deployoffice/privacy/overview-privacy-controls
https://support.microsoft.com/de-de/office/verwenden-des-diagnosedaten-viewers-mit-office-cf761ce9-d805-4c60-a339-4e07f3182855
https://www.datenschutz.rlp.de/de/themenfelder-themen/microsoft-office-365/
https://www.baden-wuerttemberg.datenschutz.de/ms-365-schulen-hinweise-weiteres-vorgehen/
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additional technical solutions if necessary. 

 

The following example can serve as a guideline for description of the measures to address risks 

and the impact of those measures: 

 

Example: "Use of anonymous e-mail addresses/accounts and prohibiting use of private 

Microsoft accounts"  

By using anonymous e-mail addresses/accounts and prohibiting the use of private Microsoft 

accounts, institutions can substantially limit the scope of data processing in Microsoft 365. In 

this way, all risks associated with the use of Microsoft 365 at the institution in question can be 

minimized right off the bat. Moreover, using anonymous accounts and prohibiting the use of 

private Microsoft accounts also substantially reduces the risk that users will succumb to a 

monitoring effect. Using pseudonyms and prohibiting private use also reduces the incentive for 

unauthorized communication of data by other users and for use of Microsoft 365 for purposes 

other than the intended purpose. 

 

[Name of the public educational institution] has taken the following measures to address risks in 

its capacity as controller: [Description of each measures to address risks and its impact] 

 

2.4.2 Final risk analysis taking into account measures to address risks  
 

Note: The impact of measures to address each individual risk is to be determined in an overall 

analysis in order to ascertain the residual risk value. The residual risk remaining after 

implementation of the measures to address risks is defined based on this overall analysis, and 

is then to be presented using the risk matrix. 

The measures taken must be such as to effectively address the identified risks based on an 

overall analysis of the circumstances. Multiple measures should be considered in order to 

address each of the identified risks. Completely eliminating a risk will be possible in only the 

rarest of cases, but it is not necessary to do so. Rather, the decisive question is whether risk 

can be reduced so that it falls below the critical threshold. The final risk analysis must take into 

account not only the previously evaluated measures to address risks but also possible 

measures taken by Microsoft, as well as recent political developments. Based on this overall 

analysis, it will be possible to ascertain, using the risk matrix, whether the risks can be reduced 
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to an acceptable level in terms of data protection law. 

 

[Description of final risk analysis] 

 

2.5 Additional content 
2.5.1 Ensuring data protection on a lasting basis (Article 35(11) of the GDPR) 
 

Note: In the interest of maintaining data protection, the use of Microsoft 365 should be reviewed 

as part of the institution's data protection management system, on a regular basis and whenever 

circumstances require (Article 35(11) of the GDPR). For example, if individual applications are 

no longer required for the purposes specified, or are only required to a certain extent, those 

applications can be deactivated or restricted. Changes to Microsoft 365 applications should also 

be taken into consideration in this regard. The same applies with regard to the routine 

assessment of previously identified data protection risks. We recommend subjecting the DPIA 

to regular review no later than two years after preparation of the DPIA. 

 

[Description of measures to ensure data protection on a lasting basis] 

 

2.5.2 Attachments 
 

Note: All attachments should be listed below. Possible attachments include e.g. all contractual 

agreements with Microsoft, as well as all documents which are referenced in the DPIA. 

 

[List of all attachments] 
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