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Erasure concepts

Erasing personal data requires a planned approach. After all, the right data should be
deleted at the right time and in the right place.

Risks without data protection
compliant erasure

Regular erasure of personal data is one of
the basics of data protection compliance.
Particularly for companies with large data
inventories and an IT infrastructure that has
grown over the years, data protection com-
pliant erasure is a considerable challenge. It
is not enough to erase personal data at the
request of the data subject. The GDPR re-
quires regular erasure. Failure to erase
data may result in severe fines and damage
compensation claims.

Steps for data protection com-
pliant erasure

The erasure of personal data in the com-
pany in compliance with data protection
regulations requires careful analysis and
planning. Key to this is an erasure concept
that specifies the important points for eras-
ure. Legal requirements for data protec-
tion-compliant erasure, the identification of
relevant retention rights and obligations,
and the processes for erasure including a
role and authorisation concept for erasure
decisions are mapped here.

An erasure concept typically includes

structured and unstructured data as well as
analog data and data carriers.
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Figure 1: Data protection compliant erasure
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The erasure concept is concretised with
the help of an erasure matrix, which can be
created in different granularities. Data
types are assigned in the matrix to erasure
classes and provided with the respective
retention and erasure periods as well as the
corresponding start times.

Comprehensive support

We offer you comprehensive advice on
data protection compliant erasure in your
company. In particular, we support you
with the following measures:

« Creation of an erasure concept that
includes all relevant erasure periods,
retention rights and obligations, as
well as definition of roles and re-
sponsibilities and suitable erasure
procedures

« Concretisation of the concept in an
erasure matrix

¢ Inclusion of the dependencies of the
entire IT infrastructure (including
data and dataflow mappings)

« Internationalisation of your erasure
concept

Next Step: Contact us

Please do not hesitate to contact us if you
need our support in creating and imple-
menting an erasure concept. We would be
happy to explain our approach to you in
detail in a personal meeting and then coor-
dinate a kick-off workshop with you.
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