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Digital Operational Resilience Act

Concerns and necessary measures for compliance with the EU-wide cybersecurity reg-

ulation for the financial sector

The Digital Operational Resilience Act
(DORA) establishes a uniform European le-
gal framework for cybersecurity require-
ments in the financial sector. The aim is to
ensure the operational resilience of finan-
cial companies. The DORA has already en-
tered into force and will apply from 17 Jan-
uary 2025.

Who is affected?

The DORA is primarily aimed at financial
companies from over 20 different indus-
tries, including credit institutions, payment
and account information service providers,
investment firms, insurance and reinsur-
ance companies, and institutions for occu-
pational retirement provision. ICT third-
party service providers that support finan-
cial companies with ICT services are addi-
tionally covered.

What needs to be implemented?

The requirements of the DORA can be di-
vided into four main areas. The first area
concerns ICT risk management. Financial
firms need to establish an internal govern-
ance and control framework to effectively
identify and respond to ICT risks. The re-
sponsibility for monitoring and implemen-
tation lies with the company’s manage-
ment. The second area covers the treat-
ment and reporting of ICT-related inci-
dents. Companies are required to imple-
ment incident management, which in-
cludes monitoring, root cause identifica-
tion, classification and documentation of
ICT-related incidents. The third area con-
cerns resilience testing. ICT resilience must
be ensured regularly through comprehen-
sive testing procedures such as vulnerabil-
ity assessments, penetration tests and net-
work security assessments. Finally, the

fourth area regulates the management of
third-party risks. Even in the case of out-
sourcing to ICT third-party service provid-
ers, the responsibility remains with the con-
cerned company. Risk analyses must be
carried out, an information register must be
maintained and contractual agreements
with specified minimum content must be
concluded. For small companies, there are
some exceptions and facilitations in the im-
plementation of individual requirements.

What are the consequences of
violations?

Supervisory authorities such as BaFin or the
ECB can impose penalty payments, issue
instructions and make violations public.
Criminal sanctions are also possible.

Our support

We support you in implementing the re-
quirements of the DORA with the following
services, among others:

e Legal review of the impact on your
company

e Derivation of the concrete require-
ments for your company

e Legal support for implementation
and documentation

e Introduction of cybersecurity com-
pliance management

Next step: Contact us

We would be happy to explain our de-
tailed approach to you in a personal meet-
ing. Contact us now without obligation!

T +49 30 / 2332 895 0
E info@reuschlaw.de
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